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Clou'd-focused HP
not backing down
fromIBM, Cisco

BY JOHN GALLANT, IDGE, AND
ERIC KNORR, INFOWORLD

A DAY after HP CEO Leo Apo-
theker outlined his strategic
vision for HP — a plan chock-
full of new cloud offerings (see :
page 13) — he sat down with us LEO
to share his thoughts on every- APOTHEKER
thing from why he thinks HP is

better positioned than I[BM fo

help customers deliver on the promise of cloud to how HP
is tackling mobility to what it’s like competing with Cisco.

C VOLGME

How will you help companies gettoa

hybrid public/private cloud model?

There will be as many combinations between traditional
and on-premise private clouds, public clouds, semipublic
clouds, as there are enterprises, One of the reasons things

> SeeHP, page 12

Ciscosets thebar for

mobilesecurity  -JEeikil compar%] dime;

Cisco integrates always-on client, = ROgL_le game server
VPN/firewall and Web admins tell all

security gateway. Page 23 -

BY PAUL MCNAMARA

BACK IN January, Scandinavian gamers hijacked a New
Hampshire medical center’s server to host “Call of Duty:
Black Ops" sessions, When asked about that incident, Ste-

£ OLYZ-0CiF8 A ALID o35 phen Heaslip of the gamer site Blue's News told Nefwork World

R 1S HIIRED Ad L6E that hackers are not the most lilely individuals to comman-
'_g' Ry nns deer corporate servers for illicit gaming: Such appropria-
2 S0 INY1RISEY/G0H NGS IHIa0N - tions are more often the }'vork of IT. administrators. When

I L HHI TR AR L] asked if he could put us in touch with some of these rogue

g I |' ||I'”| |' ””'”ll I" “h j l'l' ! hl"” iy game server admins, Heaslip posted a call to his readership

2 _ —and four volunteers stepped forward.
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Sticky Note
Take a look at this article on Rogue Game server Admins. What are the ethical implications of this?
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» Rogue, from page!

We'll call them Mr. North, whoisdirec-
tor of network operations for a midsize
manufacturing company; Mr. South,
an IT administrator in the poultry
business; Mr. East, a university sys-
tems admin when he was active in this
realm; and, Mr. West, a senior systems
admin in the medical industry. Here’s
what they had to say:

How common is this kind of
activity within iT departments?
MR. NORTH: Itis very common to see
this kind of stuff going on. Aslong as
the users don’t notice something like

slow connection speeds or not being - 5//

able to get their e-mail, no one really
bothers us.
MR. EAST: I hadn't really seen it

discussed until this topic cameupon : -
Blue’s News, but it seemed apparent then -~

that most of the old faces I'd seen posting
{on that site) for years had also done the
same things. ‘

MR. WEST: I would say it is rather com-
monplace. Obviously at different orders of
magnitude depending on how strict manage-
mentisand the awarenesslevel of people who

- aren’tinonit.

Describe some of the games that you've
hosted on company eqguipment.

MR. SOUTH: I hosted a 24-slot “Caunter-
Strike: Source” on a company T-1 for about
three years. I brought in my own server and
put it under my desk and ran it that way. The
only company equipment involved was the
switch I plugged into and the router that hit
the net. I also hosted a 20-person TF2 server
for two years during the same period. This
was hosted on a decommissioned server that
the company wasn't using for anything. ... We
mainly played at night. I don’t recall any sig-
nificant activity during the day.

MR. NORTH: Currently I have “test realm”
for “World of Warcraft” running that we use
to test out gear and specs before we committo
doing so with the actual pay version, I havea
Red Hat system that is just used for DNS and
mysaql server that we are hosting the “WoW”
server and vent server on.

MR, WEST: We've had “Team Fortress 2,”
“Killing Floor,” “Counter Strike,” “Minecraft”
and a few others, We'veactually runthe serv-
ers offafew different boxes. As the company
grew/changed we'd need to switch things
over to a different box so as not to overload
a production box with non-production pro-
cesses. Obviously it's in our best interest to
not cause downtime or other issues so as to
not draw attention.
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What are the primary motivations for
doing this stuff? Saving money?
MR. NORTH: Really it's about two things_:

- The cost savings of hosting cur own vent

server alone isworthit, but also it'salearnirig
experience for the techs; they have to main-
tain security at all times on the network as
well as load balancing and QoS to allow this
torunas smooth as possible,

Mr. West: My motive is to have a free server
for myselfand my group of friends. We essen-
tially have full control of the box including

- creating users, running services, compiling
“code, ete. If we didn’t have the free server I

highly doubt we'd have one at all, Half of the
funis in flying under the radar.
MR.EAST: Alotof it was “because I could.”

How much do you worry about getting
caught?

MR. SOUTH: I didn't really worry. I wasn’t
using bandwidth during peak hours, and I
‘was on great terms with my boss {the CFO).

MR. WEST: Itis a mild concern, butby and
large such things are allowed (tolerated?)with
awink and a nod. There’salso an understand-
ing that the games will not have an adverse
effect on business. ... It’s hard to get caught
when you're the one in charge of the servers
and no one else Iooks at them,

MR. NORTH: I never worry; | mean, that's
why we are hired is because no one else can do
what we do, and anyone smart encugh to find
out should come and talk to me about ajob!

Did you ever have any close calls
where you almost got caught?
MR. NORTH: Yes, it was the result of an office
prank where someone attached speakerstoa
tech’s workstation and had them on full. T had
the owner of the company in my office and
the tech alt tabbed back into 2 game, which
alerted the boss that something was going
on, As he got up to go look, I had used VNC
to shut down the workstation. I blamed the
neise on a PC that was going bad and said
that it did that from time to time, which
resulted in money to upgrade our work-
stations. Soit wasaclose calland a bless-
ing allatonce.
MR. WEST: We popped the [circuit
breaker] inthe rack, causing a ser-
vicewide outage for about an hour
or s0. One of the members in the
group had acquired a high-power
server that would be capable of run-
ning dozens of VMs at a time. He offered
to let the group use it provided it could
be put in the rack with the rest of the serv-
ers. We didn’t think any harm would come
s it would replace the current box we were

“using,

After plugging the server in and letting it
run for a few days, ail seemed well. That was
until we actually started adding VMs to the
machine. The extra VMs increased the load,
which increased the power usage, which
overloaded thecircuitbreaker inthe rack and
brought it down,

MER. EAST: There was never a mention-

of the game server for the best part of three
years, and one day during a staff meeting, I

-referred to the server by name and my boss

said, “Isthat the one with the game server on
it?" I still have noidea ifhe was joking, and he
certainly didn't care ifhe wasn't, It was never
mentioned again:

Why doyou think it's OK to do this?
MR. SOUTH: I never really thought about it
in terms of right and wrong. I used company
resources that were not being used by the
company to build and maintain a community
of gamers. I spent lots of time in my office,
almost an unhealthy amount. I just saw this
asan unspoken benefit of my job.

MR. NORTH: The way I see it, we keep the
network running in tip-top shape, we get the
job done and no one really ever complains, so
why not reward my techs by aliowing them to
dothis? Other people who do well at my work
get company cars and different perks, butnot
us in the IT department, so this is my way of
keeping my techs happy.

Alsothe equipment is neverinuse (for busi-
niess purposes) after 5:30 and on weekends,

and since we are paying for the bandwidth,

we might as well make use of it. B8
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